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ABSTRACT

Social media platforms have faced the challenge of effectively en-
suring the trustworthiness of Al-driven content (e.g., synthetic
content, altered content) spread in their spaces to the public. While
community principles to handle Al-driven content have been sug-
gested, platforms’ general approaches to and considerations for
these emerging topics, as the authorities that implement gover-
nance, remain unclear. This study explores the procedures platforms
use to ensure trustworthiness of Al-driven content and identifies
the factors that enable platforms to establish Al-driven content
principles. Through critical discourse analysis of content outlining
policies, we identified that platforms are guided by their existing
guidelines to distinguish and moderate Al-driven content from
general content. Additionally, user spontaneity and the integration
of stakeholder values into decision-making are essential for effec-
tively fostering trust in content among users. We underscore the
significance of designing user experiences that encourage social
media users to take ownership of creating trustworthy Al-driven
content.
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1 INTRODUCTION

Generative Al (GenAl) has become more easily accessible, enabling
laypeople to create content using Al on social media. At the same
time, it raises concerns about the proliferation of misinformation
and violations of privacy and rights [21]. Recognizing that this
could potentially undermine the authenticity and credibility of
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social media [6], social media platforms, such as TikTok, have been
dedicated to identifying, moderating, and regulating user-generated
content that uses Al through policy [26]. In addition, they have
encouraged users to responsibly clarify the use of Al in creating
their content.

Scholars have proposed methods to communicate the creation of
responsible, accountable, and explainable Al-driven content with
users [9, 14, 30]. For instance, watermarks or visual markers might
verify the content creator who owns Al-generated images [30].
However, from a platform’s perspective, social media platforms
should consider how such designs can be technically embedded in
their platform infrastructure to enact governance [11]. Platforms
play a central role in content distribution, cultural space creation,
and economic value generation [15, 27]. Therefore, determining
methods to establish the credibility of Al-driven content, such as
content moderation rules, can be a complex process due to the
large-scale interaction and the various stakeholders benefiting from
these platforms [29]. For instance, some platforms might need to
decide what to label as ‘Al-generated content’ to disclose Al usage,
taking into account content creators who earn revenue from it. The
practices of authorities to ensure the trustworthiness of Al-driven
content and their role as content intermediaries are unclear.

Understanding policy can provide insights for navigating the
trajectory of platforms’ decisions for moderating content. Policy,
defined as rules, principles, and guidelines, forms the basis for
decision-making [13, 32, 37]. It not only sparks discussion on creat-
ing a regulatory framework but also impacts user well-being and
stakeholder decisions, thereby fostering community growth [17, 18].
In this context, examining how policies influence human-system
interaction can open up new avenues in HCI research. This can
also help to understand which socio-technical values are publicly
recognized and how evidence from HCI knowledge can contribute
to the design of user-centered policies [20, 34, 37].

We investigated the principles social media platforms adhere to
in establishing the trustworthiness of Al-driven content on their
platforms, and what factors have been considered in relation to
stakeholders and users of their platforms in constructing the prin-
ciples. Through critical discourse analysis [12] of content outlining
their community principles and policies (e.g., community guide-
lines), we traced how they have expanded their policies to solidify
their stance and sought to understand the gray areas that platforms
still confront in moderating all stakeholders’ values as neutral in-
termediaries.

We found that platforms typically adhere to community guide-
lines when establishing management rules for Al-driven content
creation. They distinguish Al-generated content through disclo-
sure, relying on content creators’ voluntary disclosure and visual
labels. In their decision-making process, they have considered how
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to balance the values of stakeholders and users, considering who
could benefit from Al-driven content moderation. Based on the
preliminary study, we highlight the importance of considering the
stance of platforms as content intermediaries and the diverse social
contexts of users in designing responsible Al systems.

2 RELATED WORK

2.1 Social Media Platforms that Ensure
Trustworthiness of AI-driven content

The use of Al to generate images, text, and audio has become per-
vasive on social media, as Generative Al becomes more accessible
to the general public [23]. This involves creating synthetic media
content, such as creating realistic videos that impersonate public
figures and enhancing or altering parts of the content (Al-altered
content) [28]. In this paper, we refer to any type of content for
which a content producer can potentially utilize Al in their work-
flow as ‘Al-driven content’. While AI produces opportunities for
social media users to be innovative in creative expression [1, 25], it
also presumably increases fraudulent activities and societal issues
that cause ethical problems [4, 7, 35]. Platforms and relevant orga-
nizations have established community standards for regulating AlI-
driven content and developed an appropriate Al infrastructure [26].
For example, YouTube announced a guideline indicating how they
responsibly manage potential Al problems [3].

HCI communities have identified problems that might be caused
by Al, and a number of studies have proposed designing Al sys-
tems responsibly to mitigate the problems [5, 24]. This ranges from
increasing awareness of datasets [14] to involving multiple stake-
holders’ viewpoints to identify ambiguous problems [36]. While
these strategies may help tackle anticipated issues, platforms make
decisions and implement governance by considering various associ-
ated values [19]. They function as both computational systems and
repositories for cultural production and economic resources [15, 29].
As content intermediaries, their practices and the considerations
behind them can provide insights into the challenges platforms face
in regulating Al-driven content and what should be effectively de-
signed for responsible Al tools. Thus, we investigated social media
platforms’ current practices and their considerations in construct-
ing principles for Al-driven content.

2.2 Policy Research in HCI and Its Implication
on Responsible Platforms

Policies are often established as principles, guidelines, and rules
by governments, organizations, or institutions to align with the
values of a broad audience or society [37]. At first glance, HCI
and policy may seem unrelated, but scholars have emphasized the
potential synergy HCI research and policy-making can create in
designing responsible systems that address societal problems [16,
18, 31, 37]. The design knowledge created by HCI research can
inform the policy-making process so that it resonates with users,
which allows policy-makers to consider the viewpoints of potential
stakeholders when formulating policies [22, 34]. On the other hand,
policy can also provide insights for HCI researchers and platform
designers to consider what regulatory authorities and conflicts exist
in design decisions [18]. HCI researchers have studied how policies
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have been constructed across platforms for content moderation.
Jiang et al. [20] conducted an analysis of the rules outlined in the
community guidelines of social media platforms, highlighting the
common types of misbehavior across these platforms. Schaffner et
al. [31] critically analyzed platform policy texts to understand how
these platforms define, describe, and implement content moderation.
These researchers implied that community standards to moderate
Al-driven content have recently been established [31, 37], but the
practices of platforms to establish principles for trustworthy Al-
driven content remain unexplored. Therefore, we examined the
policies of these platforms regarding Al-driven content.

3 METHODOLOGY
3.1 Data Collection

We gathered data from social media platforms regarding their guide-
lines, principles, and any official posts about how they manage AI-
driven content. We defined the range of Al-driven content as any
type of content (e.g., sound, image) that uses Al in production. First,
we selected keywords related to AL such as ‘Artificial Intelligence’,
‘AT, ‘Synthetic’, and ‘DeepFake’. We then used the keywords to
search for web pages detailing policies related to Al-driven content.
We followed the guidance of Schaffner et al. [31] to locate relevant
policy web pages. These include community guidelines, standards,
and official posts explaining their methods for processing synthetic
content. We selected the top 10 globally popular social media plat-
forms [2] and intentionally included two additional platforms to
ensure a balanced representation of case characteristics (Appen-
dix A). Additionally, since policies and design components can be
frequently updated [27], we gathered previous records of the web
pages from the last three years (May 2021-May 2024), using the
Wayback Machine!. We excluded content related to Al features
of the platforms. After filtering data that was not relevant to the
research, we finally collected 38 pieces of web content?.

3.2 Data Analysis

We used the critical discourse analysis method [10], an analysis
that examines the intricate relationships between communication
and other factors. This method aids in understanding data narra-
tives deeply by connecting them to societal discourses referenced
by external data sources [12]. We chose this method because the
policy-making process is constructive and discursive, and platforms
have often updated their policies [38]; social media platforms’ in-
ternal directions can be changed based on external events and the
reactions of users. To interpret high-level discourse and narratives
of data points, we utilized media press articles related to the data
points.

After reviewing the content, the author focused on its narratives,
considering: 1) ‘the target audience’, 2) ‘the reason for announcing
this guideline or introducing design features’, 3) ‘the topics covered
in the content’, and 4) ‘the terminologies most frequently used in
the content’. Then, the author inductively developed codes from the
articles while reading the raw data. At the same time, we aligned

!https://archive.org/
’The list of web content utilized for the analysis can be accessed at
https://bit.ly/3KtByDM
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Themes

Definition

Platforms associated
with the themes

Defining the scope of non-permissible Al-Driven
content guided by community standards

Designate what Al-driven content not to create
upon existing policies (community guidelines,
standards)

X, YT, TT, IG, FB,
TWTCH, LD, SNP,
WHT, QUR, RDD

Disclosing Al use in publishing content Encourage content creators to disclose if they YT, TT, IG, FB
used Al for content creation when they publish
content in the platforms
YT, TT, IG,
Displaying Content with identifiable labels Content identified as ‘Al-driven’, either through FB, WHT

self-disclosure or automatic detection, displays
with identifiable labels designated by platforms

Table 1: Platforms’ Practices to Establish Trustworthiness of AI-driven Content
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Figure 1: a) YouTube’s interface where creators can disclose Al use when publishing their content; b) TikTok’s interface

displaying a label that discloses Al-generated content

other data published before and after each data point to under-
stand the context of the content and any differences or similarities
between the content. After several iterations, the author selected
codes, then synthesized codes to find overarching themes, guided
by the RQs.

4 FINDINGS

4.1 RQ1. Platforms’ Practices to Establish
Trustworthiness of Al-driven Content

4.1.1  Defining the Scope of Al-Driven Content Guided by Commu-
nity Standards. All Al-driven content should adhere to community
standards established by platforms, and if these rules are violated,
strict regulations are enforced. These include privacy infringement,
harassment, and incitement that can deceive others and violate
others’ rights. The range of Al-driven content regulated is not
limited to content fully generated by Al (‘Al-generated content’,

‘synthetic content’ and ‘deepfake’). Platforms also use terms like
‘altered’, ‘manipulated’, ‘Al-assisted’ and ‘misleading media’ to in-
dicate that any level of Al used for content creation can be subject
to regulation of potential issues. Synthetic content, which is fully
created with Al is strictly removed if it impersonates real people or
manipulates events in ways that risk misinformation, particularly
when creators deliberately make it realistic. All platforms strongly
emphasized not creating such content through their guidelines and
official announcements, specifying what is not to be posted.
Creators are guided by general guidelines to disclose if they used
AT for the content. The level of detail specifying what creators are
permitted to create differs across platforms. A video-sharing plat-
form, YT, has provided specific examples of modified or synthetic
content that necessitates disclosure. In this case, Al-driven content
that does not require disclosure includes content that uses Al for
minor purposes (such as ideation) or caption creation. On the other
hand, some platforms, such as LD, provide guidelines that creators
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can more flexibly interpret, such as providing best practices for
using Al responsibly in content.

4.1.2  Disclosing Al Use in Publishing Content. Under the guideline
for Al-driven content (Section 4.1.1), creators should spontaneously
disclose Al-driven content, following the disclosure process when
they publish content. Platforms, especially video and image-sharing
platforms (YT, IG, FB, TT), have provided a feature that creators can
use to disclose during the upload procedure, encouraging creators to
voluntarily disclose using this option. Creators can set an option to
declare whether their content is altered or synthetic content made
by Al when they upload reels, shorts, or posts. This also applies to
advertisers who promote products using Al-driven content. Apart
from disclosure provided by platforms, in TT, creators are also
allowed to disclose the fact in any way on their own (e.g., caption).
To assist understanding of what to disclose, a platform (YT) provides
general rules alongside the feature to help creators judge when their
Al-driven content needs to be disclosed.

4.1.3 Displaying Content with Identifiable Labels. Content iden-
tified as ‘Al-driven’, either through self-disclosure or automatic
detection, is displayed with visible labels designed by platforms to
enable viewers to identify the fact that Al is used for the content.
The design of the labels, which content receives them, and what
information is introduced with the labels vary across platforms.
FB and IG use ‘Made with AI’ while TT uses ‘Al-generated’ if the
content is identified as ‘Al-driven content’. YT uses more descrip-
tive wording, ‘How this content was made — altered or synthetic
content’, to indicate Al-driven content. TT distinguishes between
content automatically detected as Al-generated and content that
the creator has disclosed as Al-generated. In some cases, when
platforms have content utilizing their own Al features (e.g., Al-
generated sticker), they use distinct visual markers to differentiate
it from user-generated content. FB and IG distinguish Al-driven
content made with their own Al features using a different label,
‘Imagined with AT’, while Al-driven content from other sources
uses the label ‘Made with AT’

4.2 RQ2. Factors Social Media Platforms
Consider in Establishing Trustworthiness of
Al-driven Content in Community Standards

4.2.1 Being Responsible for Stakeholder Values in Breadth. To estab-
lish universally accepted criteria as community standards, platforms
collaborate with other social media platforms, relevant third-party
application companies, and media companies. By continuing to
collaborate with other social media companies and Al companies,
platforms seek consistency with other platforms in detecting the
metadata of Al-driven content. They share information like meta-
data and criteria that guide algorithms in detecting Al This ensures
that Al-driven content is uniformly regulated, even when users
share it across different platforms. A prime example is the Coalition
for Content Provenance and Authenticity (C2PA) project?, which
constructs technical standards for media content certification. Me-
dia companies promote Al literacy to enhance user awareness of
how AI content and visual labels function.

Shttps://c2pa.org/
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Platforms also incrementally partner with non-expert industries
to incorporate their values, working with them to gain feedback
when establishing moderation rules. Many domain experts also
work on social media platforms; music artists, in particular, utilize
platforms to promote their songs and interact with fans.

4.2.2  Encouraging Users to be Responsible. Automatically moder-
ating Al-driven content using technology is still in development.
While platforms aim to automate moderation technically, the pro-
cess of creating Al-driven content is so complex that the technolo-
gies may not always accurately understand users’ contexts. For
instance, algorithms are designed to automatically flag incorrect
content, but they may yield false positives due to insufficient data,
potentially leading to the unjust punishment of some individuals. To
correct this, platforms encourage users to audit by giving feedback
such as reporting misidentified content. When outlining identifi-
able label or flag guidelines, platforms warn that the algorithms
used in automatic technologies may be prone to errors and are not
yet comprehensive. They emphasize the need for user involvement.

In disclosing Al-driven content, creators’ spontaneity is impor-
tant, as disclosures are later used to strengthen automatic detection
technologies. Some creators may neglect this process or disregard
the importance of Al disclosure. Creators may be reluctant to ac-
tively participate in Al disclosure due to potential algorithmic reper-
cussions of Al disclosure. Platforms emphasize the ‘responsibility
of creators’, implying that creators should cooperate to maintain a
safe and innovative platform space. Otherwise, creators who fail
to disclose can face penalties. In addition, platforms openly share
the potential impacts of Al disclosure, about which creators may
otherwise form folk theories.

4.2.3 Balancing Trade-offs between Users’ Benefits. Determining
the permissible boundary for Al-driven content, considering its
potential benefits for users, can be a delicate task. For some users,
like creators, expanding the criteria of Al-driven content might be
helpful in expressing their creativity. On the other hand, opening
the criteria freely could potentially harm other users. For example,
although allowing content with artificial nudity might incentivize
some video streamers, the platform (TWTCH) withdrew this policy
due to concerns raised about the potential creation of pornographic
content.

In addition, identifiable label designs can also affect how users
perceive Al-driven content [33]. The design of labels can reduce
trustworthiness and perceived ownership of content creators, whereas
nuanced descriptions in them may fail to convey their meaning to
audiences. In the case of TT, the platform chose to explicitly state
‘AT’ in any content relevant to Al so users clearly understand the
source of the content.

4.24 Sustaining Responsive Communication with Users. Platforms
keep users updated about which features have been applied through
their official press channels. As the types of Al-driven content ex-
pand and associated issues continue to arise, platforms are demon-
strating how they responsibly address these problems. Platforms
often have their own official channels (safety center, creator stu-
dio) introducing new features or recent principles that reflect their
current situation.
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Platforms associated

Themes Definition with the themes
Being responsible for stakeholder values in Collaborate with other social media platforms, YT, TT, IG, FB
breadth relevant third-party application companies, and
media companies to incorporate their values into
principles
Encouraging users to be responsible encourage users to audit by giving feedback such YT, TT, LD, SNP
as reporting misidentified content
Balancing trade-offs between users’ benefits Determine the permissible boundary for AI- TWTCH
driven content, considering its potential benefits
for users
YT, TT, LD,
TWTCH, IG, FB,
Sustaining Responsive Communication with Maintain their updates about what features were X, SNP

Users applied through their official media press

Table 2: Factors social media platforms consider in establishing trustworthiness of Al-driven content in community standard

5 DISCUSSION

Our goal is to comprehend the strategies and considerations plat-
forms have in establishing trustworthiness of Al-driven content
on their platforms. We do this by examining community guide-
lines and relevant posts that establish trustworthiness of Al-driven
content. Our analysis highlights that platforms, as content interme-
diaries, construct ways to practice their policies with their users
and commit to scoping the moderation of Al-driven content. Here,
we underscore potential implications for future exploration.

First, our findings underscore the importance of communication
methods that effectively translate policies into forms users can un-
derstand and engage with. If users fail to comprehend the need for
platforms to moderate Al-driven content, such as the importance of
disclosing Al usage, the methods used to implement these policies
may not be as effective. Researchers have suggested ways to make
Al-driven content accountable and trustworthy [9, 14]. To execute
these methods for social media platforms, it is crucial to understand
whether users comprehend the process, what the potential impacts
might be across different user groups, and how users can be engaged
in these methods. The trustworthiness of Al-driven content may
not be established solely through user experience design elements
such as Al-generated labels or documentation. Instead, it may re-
quire a more interactive process that encourages users to actively
engage with the activities as well as users’ agreement. As shown
in Section 4.1, to display Al-generated content, platforms design
how they explain the principle to content creators to encourage
engagement.

Considering the unique characteristics of various platforms and
the social context of the users on platforms is also integral to com-
municating the trustworthiness of Al-driven content. For instance,
the management of Al-driven content may differ between video-
sharing and chat-based platforms. Additionally, the cues that instill
trust in the content may vary among users of each platform [24].
While platforms have adopted a generic approach allowing creators

to disclose Al-driven content by providing an option during up-
load, we believe a more engaging and standardized design could be
proposed to facilitate appropriate content disclosure.

Our findings also suggest that platforms’ decisions in moderat-
ing Al-driven content can create new experiences for user groups,
particularly those incentivized by the platform’s situation. Creators
might consider not only content production but also the use of Al
technologies and their appropriateness within platform-defined
principles to maintain their benefits. Viewers, on the other hand,
might distinguish facts from synthetic Al-driven content using cues
provided by the platforms. We anticipate that a new workflow to
optimize creators’ content with the rules and folk theories of how
Al-driven content affects their monetization can be created, as they
try to understand how platform algorithms work [8]. In addition,
understanding how viewers perceive trustworthiness from visual
cues, such as certification labels, could offer insights for platforms
on what to present to enhance viewer awareness [33].

Finally, we noticed that social media platforms have varying lev-
els of detail in community guidelines describing how they manage
Al-driven content. Some platforms, which are mostly video-sharing
platforms, provide detailed criteria for which content is permissi-
ble, while other platforms only guide users to follow community
guidelines, not even adopting explicit visual labels on Al-driven
content. Although there has been organizational commitment to
uniformly set guidelines across platforms to moderate Al-driven
content (C2PA), platforms may have inherent strategies or mecha-
nisms in deciding principles, which reduce transparency [31].

5.1 Limitations

We recognize the limitations of our research. First, our content
sources are predominantly from specific platforms such as YouTube,
TikTok, and Meta, which may introduce a bias towards video-
sharing platforms. This could be attributed to these platforms hav-
ing the largest user base and being primarily video-centric social
media channels.
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6

CONCLUSION

In conclusion, this study explored the procedures adopted by social
media platforms to communicate the trustworthiness of Al-driven
content, such as synthetic or altered content, to the public effec-
tively. Through critical discourse analysis of policies, it was found
that platforms are guided by their existing guidelines to distinguish
and moderate Al-driven content from general content. However,
fostering trust in Al-driven content among users requires not only
platforms’ efforts but also user spontaneity and the integration
of stakeholder values into decision-making processes. The study
underscores the significance of designing user experiences that
encourage social media users to take ownership of creating trust-
worthy Al-driven content. Effective communication of trustwor-
thiness in Al-driven content necessitates a collaborative approach
involving platforms, users, and stakeholders.
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LD: LinkedIn
TWTCH: Twitch
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